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RatoveBble Pa3/IM4YnNA MmexxKay TeXHO- N HEJTOBEKRO-OPUEHTUPOBAHHBIM MOAXO0A0M
MYHWNUNNATINTETOB BO BpeEMA MNMNanAeEMNIA
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HWY BLUS

LleHTp nccnenoBaHWin rpaxkaaHCcKoro
0b11ecTBa 1 HEKOMMEPYECKOTO CeKTopa

[Moaxoabl K NCNONb30BAHUIO
TEXHOJIOTUN YMHOTO ropoaa:
LOMNONHUTE/IbHbIE KPUTEPUWN OTANYNA

‘ 4

|ﬂ,OI‘IOJ’IHl/ITe/'IbeIe Pa3NNYNA MmexXxady TEXHO- N HEe/TOBERO-OPNEHTNPOBAHHbBIM
NnoAXo40M MYHUUNIMAJTMTETOB BO BpeMA NaHAEMINI

O
The approach of

the authority

Data collection

Data processing

Data sharing and contacting the infected individuals 7

Techno-driven
approach

at an individual’s level

(data from surveillance
cameras, geolocation,
temperature screening

systems, QR-codes, etc.)

at an individual’s level

travel
infection

(citizen’s  profile,
history/paths,
status, etc.)

a) share (make publicly available) the data on travel
history/paths of the infected citizens;

b) contact individuals who are infected or possibly
infected (by text messages, social networks, QR-code
notification, etc.)

Human-driven
approach

at an individual’s level

(with restrictions to collect
complete data and rather
resort to anonymous data)

aggregated, anonymous data

a) share aggregated data

b) no direct contacts are assumed while processing
the aggregated data
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@ HenpuKOCHOBEHHOCTb YaCTHOM KU3HU LleHTp nccnefoBaHWI rpaxaaHCKoro Mepbl 60pbbbl ¢ NaHAeMuen 1 BuAbI ‘ 5

O

Smart city data sources (loT devices) Active surveillance and | Identification of |lIsolation| Lockdown and
issuing warning the infected guarantine

1. Surveillance cameras V V V

2. Camera-equipped drones Vv
3. Robots
4. Temperature screening systems (sensors)

5. Mobile [Applications that track personal and geolocation
phones |data, data from mobile operators

SMS

QR-codes authorization

6. Bank Cards transactions

7. Portals and applications to share the information about
the travel history of the infected citizens, other online
services for sharing information on the virus transmission
for prevention of the disease)

8. Emergency call-center big data
Total number of smart city components used

O
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@ HenpnKoCHOBEHHOCTb YaCTHOM KU3HM LleHTp nccnefoBaHWI rpaxaaHCKoro MpuMeHeHNe YMHbIX TEXHOIOTUI B 6
#Smart city#COVID#Moscow HWY BLU3

MaTpurua peweHnn myHuumnanmTeTa o6 MCNob30BaHNUM TEXHONOTUM YMHOTO
ropo/Za BO Bpema naHaemmmu

Q O

KOMMNOHEHTbI yMHOrO Mcnonb3oBaTb Bce Ncnonb3oBaTb BbIBOPOUYHO
ropoaa

Mepbl 60pbbbI C
naHaemuemn

Ncnonb3oBaTb Ans
KarkOoon U3 YyeTbipex mep

\MCI’IOJ’I b30BdTb Bbl60p0q HO
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@ HenpuKOCHOBEHHOCTb YaCTHOM KU3HU LleHTp nccneoBaHWI rpaxaaHCKoro COVID-19 B P® ‘ 7

#Smart city#COVID#Moscow HWY BLU3

OCHOBHbIE XapPaKTEPUCTUKM Mep pearnpoBaHua snacten Ha COVID B PO

B Poccmmn He 6b1s10 06bsAIBNEHO
Yype3Bbl4alHOE NOJIOXKEHUE,
BCEPOCCUNCKNE KAPAHTUHHbIE MEpPbI
BBeEHbl HEe bbinun

KaXAbl permoH mor BBOAUTb CBOU
cobCcTBEHHbIE MEpb
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@ HenpuKOCHOBEHHOCTb YaCTHOM KU3HU LleHTp nccnefoBaHWI rpaxaaHCKoro COVID-19 B Mockse 8
#Smart city#COVID#Moscow HWY BLU3

TexHO/I0TMM YMHOIo ropo/a, MCMoab30BaHHble B MocKBe

‘Smart city data sources (loT elements) Active surveillance Identification of Isolation Lockdown and |
and issuing warning infected guarantine
Surveillance cameras — — Vv

Camera-equipped drones — — —
Mobile phones Applications that track - - Vv
personal and

geolocation data, data
from mobile operators

SMS

QR-codes authorization

Portals and applications to share the information
about infected people and their visits’ history,
other online services for sharing information on
the virus transmission for prevention of disease
Bank cards transaction history

Total
O
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@ HenpuKOCHOBEHHOCTb YaCTHOM KU3HU LleHTp nccnefoBaHWI rpaxaaHCKoro COVID-19 B Mockse

[Toaxon MoCKBbI: TMbpnAHAA MOAENb
O

Techno-driven approach Human-driven approach
The approach was characterized by
immediate and forceful activation of all selective and time distributed activation of
available smart city devices (“deep” approach) Y, smart city devices (not “deep” and not “wide”)
at al' types of government measures (“wide”
approach)

Personal data of citizens
were collected by authorities (data from were collected by authorities selectively;
surveillance cameras, geolocation, authorities would rather collect anonymous
temperature screening systems, QR-codes, data
etc.)

The authorities
- openly shared the data on the travel - predominantly were focused on sharing
history/paths of the infected citizens anonymous aggregated data on the infected
citizens
- contacted those who got infected or possibly - warnings to society, not individual infected
got infected. citizens defined by Al
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HBaﬂl/ICI)VlHaLLl/IOHHaH MaTpula ONA3 onpeageneHna noaxoda, nNpmMmeHAemMoro
B/1aCTAMU BO BPeEMA I'IaH,EI,eI\/\l/IIZ

HenprvKOCHOBEHHOCTb YaCTHOM KU3HM
MUnu obuectseHHaa 6e30nacHOCTbL?
#Smart city#COVID#Moscow

HWY BLUS

LleHTp nccnenoBaHWin rpaxkaaHCcKoro
0b11ecTBa 1 HEKOMMEPYECKOTO CeKTopa

Kputepuu gns onpegeneHns noaxoaa

10

O

The approach
of the
authority

Type

Main subject to

Data collection

Processing

Apply measures

Technology-
driven
approach

Immediate
and
forceful

at an individual’s level
(personal data of citizens
via different
technologies)

at an individual’s level
(citizens’ profile,
travel history/paths,
infection status, etc.)

at an individual’s level:
a) Share travel history/paths of the infected citizens;

b) Contact infected or potentially infected individuals with instructions

Human-driven
approach

Time
distributed
and
selective

at an individual’s level
(with  restrictions to
collect complete data in
favor of anonymous
ones)

Aggregated,
anonymous data

at the society level:

a) Share aggregated data, issue warnings

The hybrid
approach
adopted
Moscow
authorities

O

by

Time
distributed
and
selective

at an individual’s level
(data from surveillance
cameras, geolocation,
QR-codes, etc.).

No information was
found

at the society level: share aggregated data on the official portals and city
maps.

at an individual’s level: infected or potentially infected citizens were
informed by text messages on the need to be isolated and quarantined
and install the App.

O
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BbiBOAbI

* YenoBeyectBo AOCTUIMNO GaHTACTUYECKUX Pe3yNbTaToOB B Pa3BUTUMN TEXHOOTMNIA, HO BO
BpemMs NaHAEeMUUN CTONIKHYAOCh C NapagoKCOM HEBO3MOKHOCTU UCMNO/Ib30BaTb UX HA
MO/IHYIO MOLLIHOCTb BBMAY TOrO, YTO C Pa3BUTMEM TEXHO/IOTMI YENOBEYECTBO BbipaboTano
N KOHLLENLUIO KAKOUYEBBIX FPaXKAaHCKMX NpaB 1 cBoboa, BBOAALLYIO P OrPaHUYEHUN.

“increased surveillance and health data disclosures have also drastically eroded people’s
ability to keep their health status private” (The New York Times, 2020a)

“But in emergencies like pandemics, privacy must be weighed against other
considerations, like saving lives”, - Mila Romanoff, data and governance lead for United
Nations Global Pulse

“I am more and more convinced the greatest battle of our time is against the “religion of

privacy.” It literally could get us all killed”, - the former Portuguese Europe Minister Bruno
Macaes
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BbiBOAbI

* 0bOHapyXeHHasa rmbpuaHana moaenb npeactaBnaeT cobon HoBoe NoKkoneHune
NoaxoA0B K UCMOJIb30BaHUIO TEXHOJIOTUIM YMHbIX FOPO/0B, HanpaB/AEeHHbIX Ha
Nnouck 6anaHca MmexKay YaCcTHOM KMU3HbIO rpaXKaaH 1 06LecTBeHHO M
6e30MacHOCTbIO, He UTHOPUPYA NPEMMYLLECTBA TEXHONOTMYECKOro nporpecca

MCNO/Ib30BaHME TMOPUAHOMN MOAENIN MOXKET NOTPeboBaTb CBOEBPEMEHHOTO
BHECEHUA U3BMEHEHUNIN B 3aKOHOAATE/NIbCTBO, YTO MOXET ObITb JOBO/IbHO CIOXKHO
cAenaTb B HEKOTOPbIX CTPAaHaxX — 3TO ABNAETCA OAHUM U3 CYLLECTBEHHbIX
orpaHnyeHmnmn rubpmaHon mogenun. Hannume cneumanbHbiX NPOTOKONOB A1
Yype3BblYaMHbIX CUTYaLUN MOMKET CTaTb PELIeHneM ANA TaKUX CTPaH
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